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QUESTION 1:




Which on-the-box security feature is supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?




A. Cloud Express service




B. Enterprise Firewall with Application Awareness




C. reverse proxy




D. IPsec/GRE cloud proxy




Correct Answer: B









QUESTION 2:




Which software security feature is supported by the Cisco ISR 4451 router?




A. IPsec/GRE cloud proxy




B. reverse proxy




C. Enterprise Firewall with Application Awareness




D. Cloud Express service




Correct Answer: C









QUESTION 3:




In Cisco SD-WAN, what protocol is used for controlling connections between SD-WAN devices?




A. BGP




B. OSPF




C. DTLS




D. OMP




Correct Answer: C




In the reference link under the \’Control Plane Authentication\’ part, you can find the following:




Then, during the automatic authentication process, as pairs of devices (routers and controllers) are establishing DTLS control connections, each device compares the serial numbers (and for routers, the chassis numbers) to those in the files installed on the router.




DTLS is the connection that facilitates the exchange of OMP information between the devices. In vManage, the number of control connections also shows the amount of DTLS connections to/from a device. OMP is not the control connection, it\’s the control plane management protocol.









QUESTION 4:




Refer to the exhibit.








Which command allows traffic through the IPsec tunnel configured in VPN 0?




A. service netsvc1 vpn1




B. service netsvc1 address 1.1.1.1




C. service FW address 1.1.1.1




D. service local




Correct Answer: B




Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-chaining.html









QUESTION 5:




An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL ? DTLS connection failure” message. What is the problem?




A. memory issue




B. certificate mismatch




C. organization mismatch




D. connectivity issue




Correct Answer: D




Reference: https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/3813237#toc-hId-340740870









QUESTION 6:




Which device information is required on PNP/ZTP to support the zero-touch onboarding process?




A. serial and chassis numbers




B. interface IP address




C. public DNS entry




D. system IP address




Correct Answer: A




Reference:




https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge- onboarding-deploy-guide-2020jan.pdf









QUESTION 7:




What are the two protocols redistributed into OMP? (Choose two.)




A. OSPF




B. RIP




C. LDP




D. RSVP




E. EIGRP




Correct Answer: AE








https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicast-routing.html









QUESTION 8:




Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?




A. RIB




B. FIB




C. OMP




D. TLOC




Correct Answer: C









QUESTION 9:




Which issue triggers the Cisco Umbrella resolver toward DNS requests to the intelligent proxy?




A. A domain is nonexistent.




B. A domain is block-listed.




C. A domain is locally reachable.




D. A domain is grey-listed.




Correct Answer: D









QUESTION 10:




Refer to the exhibit. What does the BFD value of 8 represent?








A. dead timer of BFD session




B. poll-interval of BFD session




C. hello timer of the BFD session




D. number of BFD sessions




Correct Answer: D









QUESTION 11:




When VPNs are grouped to create a destination zone in a Zone-Based Firewall, how many zones can a single VPN be part of?




A. two




B. four




C. one




D. three




Correct Answer: C




Reference: https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/Enterprise
_Firewall_with_Application_Awareness









QUESTION 12:




Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SDWAN architecture data plane? (Choose two)




A. certificates




B. transport locations




C. authentication headers




D. encapsulation security payload




E. TPM chip




Correct Answer: CD









QUESTION 13:




An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices.




How is this policy added using the policy configuration wizard?




A. In the vBond orchestrator, select the configure –> policies screen, select the localized policy tab, and click add policy.




B. In vManage NMS, select the configure –> policies screen, select the localized policy tab, and click add policy.




C. In the vSmart controller, select the configure –> policies screen, select the localized policy tab, and click add policy.




D. In vManage NMS, select the configure –> policies screen, select the centralized policy tab, and click add policy.




Correct Answer: B




…
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